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PART I - PRELIMINARY

1. Short title

This Act may be cited as the Cybercrime Act 2021.

2: Commencement

This Act commences on a date that the Minister may by notice appoint.

3. Definitions

Inthis Act, unless the context otherwise requires—

‘access’ in relation to a computer system means to instruct, communicate with, store
computer data in, receive computer data from, or otherwise make use of any of the resources
of the computer system;

‘child’ shall mean any person under the age of 18 years;

‘computer data’ means any representation of facts, information or concepts in a form suitable
for processing in a computer system, including a computer program suitable to cause a
computer system to perform a function;

‘computer program’ means computer data representing instructions or statements that, when
executed in a computer system, causes the computer system to perform a function;

'computer system’ means any device or a group of interconnected or related devices, one or
more of which, pursuant to a computer program, performs automatic processing of computer
data;

‘content data’ means data that forms the content or substance of a communication;

'computer-data storage medium’ means any article or material from which information is
capable of being reproduced, with or without the aid of any other article or device;

'hinder’ means modification of the contents of any computer system takes place if, by the
operation of any function of the computer system concerned or any other computer system, or
any act which impairs the normal operation of any computer system, and any act which
contributes towards causing such a modification shall be regarded as causing it;

'interception’ includes but is not limited to the acquiring, viewing and capturing of any
computer data during transmission by technical means;




'material’ includes, but is not limited to, any texts, images, audio, video and any other
computer data;

‘Minister’ means the Minister responsible for Information and Communication;

'person’s private part’ means male and female genitals, including buttocks and female
breasts;

'search and seize’ means—

(a) activating and/or securing access on any onsite computer system and computer data;
(b) making and/or retaining a copy of computer data, including by using onsite equipment;
(c) maintaining the integrity of the relevant stored computer data;

(d) rendering inaccessible, or removing, computer data in the accessed computer system;
(e) taking a printout of a computer data; or

(f) seize and/or secure a computer system and/or part of it and/or a computer data;

'service providers’ means—

(a) any public or private entity that provides to users of its service the ability to communicate
by means of a computer system; and

(b) any other entity that processes or stores computer data on behalf of such communication
service or users of such service;

'sexually explicit conduct’ means—

(a) sexual intercourse; or

(b) any other activity of a sexual or indecent nature that involves the human body, or bodily
actions or functions (whether or not that activity involves physical contact between people);

'sexual abuse material depicting a child’ means any material that depicts—

(a) a child engaged in sexually explicit conduct;

(b) a person appearing to be a child engaged in sexually explicit conduct; and
(c) (c) realistic images representing a child engaged in sexually explicit conduct;

'subscriber’s information’ means any information contained in the form of computer data or
any other form that is held by a service provider, relating to subscribers of its services other than
traffic data or content data and by which can be established—

(a) the type of communication service used, the technical provisions taken thereto and the
period of service;

(b) the subscriber’s identity, postal or geographic address, telephone and other access number,
billing and payment information, available on the basis of the service agreement or
arrangement; and

(c) any other information on the site of the installation of communication equipment,
available on the basis of the service agreement or arrangement;

‘secure access’ a person secures access to any computer program or computer data held in a

computer system if by causing a computer system to perform any functions that—

(a) alters or erases the computer program or computer data;

(b) copies or moves it to any computer data storage medium other than that in which it is held
or to a different location in the computer data-storage medium in which it is held;




(c) uses it; or

(d) causes it to be output from the computer system in which is held (whether by having it
displayed or in any other manner), and references to access to a computer program or
computer data (and to an intent to secure such access) shall be read accordingly.

For the purpose of (c) in this definition, a person uses a computer program if the function they

cause the computer system to perform: cause the computer program to be executed or is itself

a function of the computer program. For the purpose of (d) in this definition, the form in

which any computer program or computer data is output (and in particular whether or not it

represents a form in which, in the case of a computer program, it is capable of being executed

or, in the case of computer data, it is capable of being processed by a computer system) is

immaterial;

'traffic data’ means computer data that—

(a) relates to a communication by means of a computer system; and

(b) is generated by a computer system that formed a part in the chain of communication; and

(c) shows the communication's origin, destination, route, time, date, size, duration or the type
of underlying services.

4. Application of this Act

This Act applies to:

(1) Act or omission done or made in the territory of the Republic of Kiribati; and
(2) Act or omission done or made—
(a) on a ship or aircraft registered in the Republic of Kiribati; or
(b) by a national of the Republic of Kiribati outside the territory of the Republic of
Kiribati if the person’s conduct would also constitute an offence under a law of the
country where the offence was committed; or
(c) by a national of the Republic of Kiribati in any place or elsewhere.

PART IT - ESTABLISHMENT OF A CYBERCRIME UNIT
5. Cybercrime Unit

(1) There shall be a Cybercrime Unit within the Kiribati Police Service consisting of
Police officers whose function is to administer this Act.
(2) The Unit shall provide a report of its investigations to the Office of the Attorney
General.
(3) Regulations may provide for—
(a) composition of the Unit;
(b) appointments;
(c) qualifications;
(d) terms of office and
(e) rules or procedure of the investigation.
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24/7 Network

(1) The Cybercrime Unit shall be a point of contact available on a twenty-four hour,
sevenday-a-week basis.

(2) The Unit shall provide assistance including facilitating, carrying out the following
measures—

(a) the provision of technical advice;

(b) preservation of computer data pursuant to request from the requesting countries.

(c) the collection of evidence, the provision of legal information, and locating of
suspects.

(3) The Unit shall have the capacity to carry out communications with the point of contact
of other countries on an expedited basis. The Unit shall work collaboratively with the
Office of the Attorney-General for international mutual assistance or extradition on an
expedited basis.

(4) The Unit shall ensure that trained and equipped personnel are available, in order to
facilitate the operation of the network.

PART III - OFFENCES AND PENALTIES
Unauthorised access

(1) Access of any kind by any person to any computer program or computer data held in
a computer system is illegal or unauthorised if that person—

(a) is not entitled to control access of the kind in question to the computer program or
computer data; and

(b) does not have consent to access by him of the kind in question to the computer
program or computer data from any person who is so entitled.

(2) Any person who knowingly, or recklessly and without authority causes a computer
system to perform any function for the purpose of securing access to that computer
system or computer data held in any computer system is liable on conviction to a fine
not exceeding $10,000 or to imprisonment not exceeding 7 years or to both.

(3) For the purpose of this section, it is immaterial that the act in question is not directed
at any particular—

(a) computer program or computer data of any kind; or’
(b) computer program or computer data held in any computer system.

Unauthorised interception

(1) A person who knowingly or recklessly and without authority intercepts or attempts to
intercept a non-public transmission by technical means of—
(a) a computer data to, from or within a computer system; or
(b) electromagnetic emissions from a computer system,
commits an offence punishable upon conviction, to a fine not exceeding $10,000 or
imprisonment for a period not exceeding 7 years, or to both.
(2) For the purpose of this section, it is immaterial that the act in question is not directed
at any particular—
(a) computer program or computer data of any kind; or




(b) computer program or computer data held in any computer system.
9, Unauthorised data interference

(1) A person who, knowingly or recklessly, and without authority—
(a) damages or deteriorates computer data;
(b) deletes computer data;
(c) alters computer data;
(d) renders computer data meaningless, useless or ineffective;
(e) obstructs, interrupts or interferes with the lawful use of computer data;
(f) obstructs, interrupts or interferes with any person in the lawful use of computer
data; and
(g) denies access to computer data to any person authorised to access it,

commits an offence punishable upon conviction, to a fine not exceeding $20,000 or
imprisonment for a period not exceeding 10 years, or to both.

(2) For the purpose of this section, it is immaterial that the act in question is not directed
at any particular—
(a) computer program or computer data of any kind; or
(b) computer program or computer data held in any computer system.

10, Unauthorised system interference

(1) A person who, knowingly or recklessly, and without authority hinders or interferes
with the functioning of a computer system by inputting, transmitting, damaging,
deleting, deteriorating, altering or suppressing computer data commits an offence
punishable upon conviction, to a fine not exceeding $20,000 or imprisonment for a
period not exceeding 10 years, or to both.

(2) For the purpose of this section, it is immaterial that the act in question is not directed
at any particular—

(a) computer program or computer data of any kind; or
(b) computer program or computer data held in any computer system.

11.  Misuse of computer systems and computer program

Any person commits an offence who without authority, knowingly or recklessly
produces, sells, possess, procures for use, imports, distributes or otherwise makes
available—
(a) acomputer system or computer program designed or adapted primarily with
the intent to committing an offence; or
(b) a password, access code or similar computer data by which a computer may be
accessed, with the intent that it be used to commit an offence,
is punishable upon conviction, to a fine not exceeding $10,000 or imprisonment for a
period not exceeding 7 years, or to both.
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Computer-related forgery

A person who knowingly or recklessly and without authority, inputs, alters, deletes, or
suppresses computer data, resulting in inauthentic computer data with the intent that it
be considered or acted upon for legal purposes as if it were authentic, regardless of
whether or not the computer data is directly readable and intelligible commits an
offence punishable upon conviction, to imprisonment for a period not exceeding 7
years.

Computer-related fraud

A person who knowingly or recklessly, and without authority causes a loss of property
to another person by—
(a) any input, alteration, deletion or suppression of computer data; or
(b) any interference with the functioning of a computer system, with fraudulent or
dishonest intent of procuring, without right, an economic benefit for oneself or for
another person, the penalty shall be imprisonment for a period not exceeding 7 years.

Sexual abuse material depicting a child

(1) A person who knowingly:

(a) produces sexual abuse material depicting a child—

(b) offers or makes available sexual abuse material depicting a child through a
computer system;

(c) distributes or transmits sexual abuse material depicting a child through a computer
system;

(d) procures or obtains sexual abuse material depicting a child through a computer .
system for oneself or for another person;

(e) possesses sexual abuse material depicting a child in a computer system or on a
computer-data storage medium; or

(f) obtains access, by means of a computer system to sexual abuse material depicting a
child,

commits an offence punishable upon conviction, to imprisonment for a period not

exceeding 10 years.

(2) It is a defence to a charge of an offence under subsection (1) (b), (c), (d), () and (f) if

the person establishes that the sexual abuse material depicting a child was a bona fide
law enforcement purpose. If sexual abuse material depicting a child was stored for
such a purpose, the authorised person needs to ensure that it is deleted as soon as it is
not legally required anymore.

Solicitation of children

A person, who through the use of a computer system, communicates to a child, with
the intent of committing an offence, including but not hmxted to;

(a) soliciting a child;

(b) grooming a child; and

(c) grooming a third party




